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1. What is an AUP?

We ask all children, young people and adults involved in the life of St Anne’s and Guardian
Angels School to sign an Acceptable Use Policy (AUP), which outlines how we expect them
to behave when they are online, and/or using school networks, connections, internet
connectivity and devices, cloud platforms and social media (both when on school site and
outside of school).

This AUP is reviewed annually, and users will be asked to sign it upon entry to the school
and every time changes are made.

2. Why do we need an AUP?

All staff, governors and volunteers have particular legal / professional obligations and it is
imperative that all parties understand that online safety is part of safeguarding as well as
part of the curriculum, and it is everybody’s responsibility to uphold the school’s
approaches, strategy and policy as detailed in the full Online Safety Policy.

3. Where can | find out more?

All staff, governors and volunteers should read St Anne’s and Guardian Angels’ full Online
Safety Policy for more detail on our approach to online safety and links to other relevant
policies (e.g. Safeguarding Policy, Behaviour Policy, etc).

If you have any questions about this AUP or our approach to online safety, please speak to
the Head of School.

4. What am | agreeing to?

1. I have read and understood St Anne’s and Guardian Angels School’s full Online Safety
policy and agree to uphold the spirit and letter of the approaches outlined there,
both for my behaviour as an adult and enforcing the rules for pupils/students. | will
report any breaches or suspicions (by adults or children) in line with the policy
without delay.

2. lunderstand it is my duty to support a whole-school safeguarding approach and will
report any behaviour which | believe may be inappropriate or concerning in any way
to the Designated Safeguarding Lead, Miss Nottage or the Deputy Designated
Safeguarding Leads, Miss Laxton and Mrs Howick.

3. lunderstand the responsibilities listed for my role in the school’s Online Safety policy
(staff please note that the ‘all staff’ section applies as well as any other category) and
agree to abide by these.

4. |understand that internet and device use in school, and use of school-owned
devices, networks and cloud platforms out of school may be subject to filtering and
monitoring. These should be used in the same manner as when in school.

5. lunderstand that | am a role model and will promote positive online safety and
model safe, responsible and positive behaviours in my own use of technology,
including on social media: not sharing other’s images or details without permission



10.

11.

12.

13.

and refraining from posting negative, threatening or violent comments about others,
including the school staff, volunteers, governors, contractors, pupils or other
parents/carers.

I will not contact or attempt to contact any pupil or to access their contact details
(including their usernames/handles on different platforms) in any way other than
school-approved and school-monitored ways, which are detailed in the school’s
Online Safety Policy. | will report any breach of this by others or attempts by pupils
to do the same.

Details on social media behaviour, the general capture of digital images/video and
on my use of personal devices is stated in the full Online Safety policy. If | am not
sure if | am allowed to do something in or related to school, | will not do it.

| understand the importance of upholding my online reputation, that of the school
and of the teaching profession), and | will do nothing to impair either. More
guidance on this point can be found in this Online Reputation guidance for schools
and in St Anne’s and Guardian Angels social media policy/guidance.

| understand that school systems and users are protected by security, monitoring
and filtering services, so my use of school devices (regardless of time, location or
internet connection) and networks/platforms/internet/other technologies, including
encrypted content, may be monitored/captured/viewed by these systems and/or
relevant/authorised staff members.

| agree to adhere to all provisions of the school Data Protection Policy at all times,
whether or not | am on site or using a school device, platform or network, and will
ensure | do not access, attempt to access, store or share any data which | do not
have express permission for. | will protect my passwords/logins and other access,
never share credentials and immediately change passwords and notify the Head of
School if | suspect a breach.

| will not store school-related data on personal devices, storage or cloud platforms.
USB keys, where allowed, will be encrypted, and | will only use safe and
appropriately licensed software, respecting licensing, intellectual property and
copyright rules at all times.

I will use school devices and networks/internet/platforms/other technologies for
school business and | will never use these to access material that is illegal or in any
way inappropriate for an education setting. | will not attempt to bypass security or
monitoring, will look after devices loaned to me, and will notify the school of
“significant personal use” as defined by HM Revenue & Customs.

I will not support or promote extremist organisations, messages or individuals, nor
give them a voice or opportunity to visit the school. | will not browse, download or
send material that is considered offensive or of an extremist nature by the school.
[Prevent / radicalisation policy]


http://onlinerep.lgfl.net/

14. | understand and support the commitments made by pupils/students, parents and
fellow staff, governors and volunteers in their Acceptable Use Policies and will report
any infringements in line with school procedures.

15. 1 will follow the guidance in the Online Safety Policy for reporting incidents but also
any concerns | might think are unimportant — | understand the principle of
‘safeguarding as a jigsaw’ where my concern might complete the picture, but only if |
tell somebody. | have read the sections on handing incidents and concerns about a
child in general, sexting, bullying, sexual violence and harassment, misuse of
technology and social media.

16. | understand that breach of this AUP and/or of the school’s full Online Safety Policy
here may lead to appropriate staff disciplinary action or termination of my
relationship with the school and where appropriate, referral to the relevant
authorities.



St Anne’s and Guardian Angels Primary School
Acceptable use of the school’s ICT facilities and internet:
agreement for pupils and parents/carers

Name of pupil:

When | use the school’s ICT facilities (like computers and equipment) and go on the internet in
school, I will not:

Use them without asking a teacher first, or without a teacher in the room with me
Use them to break school rules
Go on any inappropriate websites

Go on Facebook or other social networking sites (unless my teacher said | could as part of a
lesson)

Use chat rooms

Open any attachments in emails, or click any links in emails, without checking with a teacher
first

Use mean or rude language when talking to other people online or in emails

Send any photos, videos or livestreams of people (including me) who aren’t wearing all of
their clothes

Share my password with others or log in using someone else’s name or password
Bully other people

Use artificial intelligence (Al) chatbots, such as ChatGPT or Google Gemini, to create images or
write for me, and then submit it as my own work

| understand that the school will check the websites | visit and how | use the school’s computers
and equipment. This is so that they can help keep me safe and make sure I’'m following the rules.

| will tell a teacher or a member of staff | know immediately if | find anything on a school
computer or online that upsets me, or that | know is mean or wrong.

| will always be responsible when | use the school’s ICT systems and internet.

| understand that the school can discipline me if | do certain unacceptable things online, even if
I’'m not in school when | do them.

Signed (pupil): Date:

Parent/carer agreement: | agree that my child can use the school’s ICT systems and internet
when appropriately supervised by a member of school staff. | agree to the conditions set out
above for pupils using the school’s ICT systems and internet, and for using personal electronic
devices in school, and will make sure my child understands these.

Signed (parent/carer): Date:



St Anne’s and Guardian Angels Primary School
Acceptable use of the school’s ICT facilities and internet:
agreement for pupils and parents/carers

Name of pupil:

My Technology Promise

When | use a computer, iPad or the internet at school, | will:

Ask an adult before | use it.

Only use things my teacher says | can use.

Use kind words online.

Keep my password secret.

Tell an adult if | see something that worries me or makes me feel upset.
Be kind and safe when | use technology.

Do my own work.

I will not:

X Go on websites that my teacher has not chosen.

X Talk to strangers online.

X Be unkind or hurt other people's feelings online.

X Share my password with anyone.

X Share photos or videos without an adult's permission.

X Pretend someone else's work is my own.

Remember

€% Adults help keep me safe when | use technology at school.

®: If something does not feel right, | will tell a trusted adult straight away.

® | will use technology safely, kindly and responsibly.



Signed (pupil): Date:

Parent/carer agreement: | agree that my child can use the school’s ICT systems and internet
when appropriately supervised by a member of school staff. | agree to the conditions set out
above for pupils using the school’s ICT systems and internet, and for using personal electronic
devices in school, and will make sure my child understands these.

Signed (parent/carer): Date:



St Anne’s and Guardian Angels Primary School
Acceptable use of the school’s ICT facilities and the internet:
agreement for staff, governors, volunteers and visitors

Name of staff member/governor/volunteer/visitor:

When using the school’s ICT facilities and accessing the internet in school, or outside
school on a work device, | will not:

e Access, or attempt to access any illegal or inappropriate material, including but not
limited to material of a violent, criminal or pornographic nature (or create, share, link
to or send such material)

e Use them in any way which could harm the school’s reputation
e Access social networking sites or chat rooms

e Use any improper language when communicating online, including in emails or other
messaging services

e Install any unauthorised software, or connect unauthorised hardware or devices to
the school’s network

e Share my password with others or log in to the school’s network using someone else’s
details

e Share confidential information about the school, its pupils or staff, or other members
of the community

e Access, modify or share data I’'m not authorised to access, modify or share
e Promote any private business, unless that business is directly related to the school

| understand that the school will monitor the websites | visit and my use of the school’s
ICT facilities and systems.

| will take all reasonable steps to ensure that work devices are secure and password-
protected when using them outside school, and keep all data securely stored in
accordance with this policy and the school’s data protection policy.

| will let the designated safeguarding lead (DSL) and Head of School know if a pupil
informs me they have found any material which might upset, distress or harm them or
others, and will also do so if | encounter any such material.

| will always use the school’s ICT systems and internet responsibly, and ensure that pupils
in my care do so too.

Signed (staff member/governor/volunteer/visitor): Date:



